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PSGS-2224L/LF:
24-Port GbE L2 Plus Managed PoE Switch with4 SFP Dual Media

Key Features

» 4 dual Media for flexiblefiber
connection

e Support Jumbo Frame size up to 9KB

o [EEE 802.1xAccess control improve
network security

e Port Mirroring helps supervisor
monitoring network

e Support Q-in-Q(Double-tag)

* [IEEE802.1q tag-base VLAN, 4094
entries max and port-base VLAN

* |[EEE 802.1d Compatible, 802.1w
Rapid Spanning Tree and 802.1s
Multiple Spanning Tree

e Support IEEE 802.3af compliant with
Endpoint with 48VDC power through
RJ-45 pin 1,2, 3, 6.for PoE
Requirement

e Unknown Unicast/Broadcast/
Multicast Storm Control

» Multicast VLAN management for IP
TV

» IP-MAC-Port binding for LAN security

e Support QoS (QCL/QCE) for traffic
control

e Support ACL based on Ethernet Type
/ ARP/ IPv4 forpackets permit or
deny, rate limitation and port copy

* DHCP Snooping (Including DHCP
Option 82)

e Support IGMPv3 snooping and IGMP
proxy

e SSL/SSH/TACACS+/RADIUS
(Optional for projectrequirement)for
management

» 185 or 380 watts of total power
diversified options

» Support "Power saving" for Green
Ethernet requirement

e Support LLDP (Link Layer Discovery
Protocol) provides astandards-
based method forenabling switches
to advertise themselves

Benefits

* PoE Saves YourPower Infrastructure and Installation Cost
24-Port allow power (185W or 380W)to be suppliedto end devices, such
as Wireless Access Points orVolP Phones, directly throughthe existing
LAN cables, eliminating costs for additional AC wiringand reducing
installation cost. Itfrees your wireless AP deployment from restriction
due to poweroutlet location. By supplying the powerend-span, you can
centralize power distributionand backup withoutthe need toincrease
infrastructure.

* QoS with four priority queues
The QoS(Quality Of Service) feature provides four\
internal queues tosupport four different classifications oftraffic. High
priority packet streams experience less delayinside the switch, which
supports lower latencyfor certain delay-sensitive traffic. The PSGS-
2224L/LF can classifythe packet asone of thefour priorities according
to vip port,802.1p priority tag. DiffServ the QoS operates atfull wire
speed. The actual scheduling ateach egress portcan be basedupon a
strict priority, weighted roundrobin.

e Port Mirroring
This mechanism helpstrack network errorsor abnormal packet
transmission without interruptingthe flow ofdata, allowing ingress
traffic tobe monitored bya single portthat is definedas mirror capture
port. The mirror capture portcan be any10/100 port, 10/100/1000 port.
Mirroring multiple portsis possible butcan create congestionat the
mirror capture port.

¢ Q-in-Q VLAN for performance & security
The Q-in-Q (Double-Tag) VLAN feature inthe switch offers the benefits
of both securityand performance. VLANis used toisolate trafficbetween
different users and thus providesbetter security. Limiting the broadcast
traffic towithin the same VLAN broadcast domainalso enhances
performance and use of double VLANtags

s Isolated Group, provides protection for certain ports
The isolated group feature allows certainports to be designated as
protected. Allother ports are non-isolated. Traffic between isolated
group members isblocked. Traffic can onlybe sent fromisolated group
to non-isolated group.

e Mac-based 802.3ad LACP with automatic link fail-over
Dynamic fail-over means packets will notget assigned toany trunk
member port thathas failed. Ifone of the ports were tofail, traffic will
automatically get distributedto the remainingactive ports.

¢ 802.1x Access Control improves network security
802.1x features enableuser authentication foreach network access
attempt. Port securityfeatures allow youto limit the number of MAC
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Overview

PSGS-2224L/LF,a 24-Port GbEL2 Plus
Managed PoE Switch, is astandard
switch that meetsall IEEE 802.3/u/x/z/
ab/af standards. The switch includes
20-Port 10/100/1000Mbps TP with PoE
function and 4-PortGigabit TP/SFP
Fiber dual mediamanagement switch,
the PSGS-2224L/LF isan ideal solution
for wireless AP, VolPphones, security
video cameras.

The switch canbe managed through
RS-232 serial port,or through Ethernet
port using CLIor Web-based
management unit, associated with
SNMP agent. With the SNMP agent,
the network administratorcan logon
the switch tomonitor, configureand
control each port'sactivity in afriendly
way. The overall network management
is enhanced andthe network efficiency
is also improvedto accommodate high
bandwidth applications. Inaddition, the
switch features comprehensive and
useful functions suchas DHCP
Snooping (Including Option82),QoS
(Quality of Service), Spanning Tree,
RSTP/MSTP, VLAN, Port Trunking,
Bandwidth Control, PortSecurity,
MVR, SNMP/RMON,LLDP and IGMPv3
Snooping capability viathe intelligent
software. It issuitable for both metro-
LAN and office applications.

Others the switchincrease support the
Power saving forreduce the power
consumption . Itcould efficientsaving
the switch powerwith auto detectthe
client idle and provides differentpower.
Warning: The serial product hastwo
kinds model withPSGS-2224L (185W)
and PSGS-2224LF (380W)

addresses per portin order tocontrol the numberof stations foreach
port. Static MAC addresses can be defined for eachport to ensureonly
registered machines areallowed to access.By enabling both of these
features, you canestablish an access mechanism based onuser and
machine identities, aswell as controlthe number ofaccess stations.
¢ DHCP Snooping (Including DHCP Option 82)
This DHCP Snooping enables the Dynamic Host Configuration Protocol
(DHCP) relay agentinformation (option 82)was included inthe feature.
To include informationabout itself and the attached clientwhen
forwarding DHCP requests from aDHCP clientto a DHCPserver via
Trust Port. The DHCP server can usethis information toassign IP
addresses - gateway ~ subnet mask - DNS for eachsubscriber of a
service-provider network. The DHCP Snooping is using Trust Portand
Trust DHCP Server |IP Address tofilter the illegal DHCP server traffic.
* 802.1d Compatible & 802.1w Rapid Spanning Tree &
802.1s Multiple Spanning Tree
For mission criticalenvironments with multiple switches supporting STP,
you can configurethe switches witha redundant backup bridge path, so
transmission and receptionof packets canbe guaranteed inevent of
any fail-over switchon the network.
MSTP isaccording to IEEE802.1Q 2005 Clause 13 Multiple Spanning
Tree Protocol. MSTP allows frames assigned todifferent VLANs to
follow separate paths,each based onan independent Multiple Spanning
Tree Instance (MSTI), within Multiple Spanning Tree (MST) Regions
composed of LANsand or MSTBridges.
* 4 dual media ports for flexible fiber connection
4-Port 21,22,23,24 dualmedia ports are provided for flexiblefiber
connection. You can selectto install optionaltransceiver modules in
these slots forshort, medium orlong distance fiberbackbone
attachment. Use ofthe SFP will disable theircorresponding built-in 10/
100/1000Base-T connections.
* Broadcast/Multicast/Unknown-Unicast Storm Control
To limit toomany broadcast/multicast/unknown-unicast floodingin the
network, broadcast/multicast stormcontrol is usedto restrict excess
traffic. Threshold values are availableto control therate limit foreach
port. Packets arediscarded if the count exceeds the configured upper
threshold.
« MVR
Multicast VLAN Registration (MVR) can supportcarrier to serve content
provider using multicastfor Video streaming application inthe network.
Each content providerVideo streaming has a dedicated multicast
VLAN. The MVR routes packetsreceived in amulticast source VLANto
one or morereceive VLANSs. Clientsare in thereceive VLANs andthe
multicast server isin the source VLAN.
¢ IP-MAC-Port Binding
The IP network layer usesa four-byte address. The Ethernetlink layer
uses a six-byte MAC address. Bindingthese two addresstypes together
allows the transmission of data betweenthe layers. The primary
purpose of IP-MACbinding is torestrict the accessto a switchto a
number of authorized users. Only the authorized client canaccess the
Switch's port by checking the pairof IP-MAC Addresses and portnumber
with the pre-configureddatabase. If anunauthorized user triesto access
an IP-MAC bindingenabled port, the system will blockthe access by
dropping its packet.
e Access Control List (ACL)
The ACLs are dividedinto EtherTypes.|Pv4, ARP protocol, MAC and
VLAN parameters etc. Here we willjust go overthe standard and
extended access listsfor TCP/IP. Asyou create ACEs for ingress
classification, you canassign a policyfor each port, the policy numberis
1-8, however, each policy canbe applied toany port. This makes itvery
easy to determine what type of ACL policy you willbe working with.
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* SSL and SSH for secure Management (Optional by Project requirement)
Secure Sockets Layer(SSL) supports theencryption for allHTTP traffic, allowing secure accessto the browser-
based management GUlin the switch. And Secure Shell (SSH) which supports the encryptionfor all transmitted
data for secure,remote command-line interface (CLI) access overlP networks

* TACACS+ for Management Authentication (Optional by Project requirement)

The switch supportsthe TACACS+ authentication forsecure switch CLILogon. It provides more secure

authentication for management.

LLDP (IEEE 802.1AB Link Layer Discovery Protocol):

The switch supportsthe LLDP that automated device discovery protocol foreasy mapping by network management

applications.

*« IGMPv3 Snooping

By default, layer2 Ethernet switchestreat IP multicast trafficin the samemanner as broadcasttraffic namely, by

forwarding frames receivedon one interfaceto all otherinterfaces. This may create excessivetraffic onthe network

and degrade the performance of hostsattached to the switches. The IGMPv3 snooping cansignificantly reduce
traffic from streaming media and other bandwidth-intensive IP multicast applications.
* IGMP Proxy

The IGMP proxy and IGMPv3 Snooping is the same functional target, but mechanism hassome thing different as

below:

---IGMP Proxy can sendv1/v2 IGMP query together.

---IGMP Proxy supports General Query Mac Response Timeout forchecking the "clientalive status" andspeed up
the convergence of multicast group member.

---IGMP Proxy provides Specific(Last member) Queryto check (canbe multiple times)whether other members
interest in the same multicast group exist when the port receives IGMPleave.

---IGMP Proxy checks (canbe multiple times)the latest status of the group member by scheduled polling from
General/Specific Query. It avoidsinstant port link-downthat makes themembers to beremoved from multicast
group.

The IGMP Proxy is providing better performance thanIGMPv3 Snooping forIGMP join and leave message exchange

in the switch.

* Power Saving

The power saving provide detection theclient idle and cable length toprovides the different power. It could efficient

to save the switch power andreduce the powerconsumption.

Technical Specifications

» Standard compliance

---IEEE 802.3 10Base-TEthernet(twisted-pair copper)
---IEEE 802.3u 100Base-TXEthernet(twisted-pair copper)
---|EEE 802.3ab 1000Base-T Ethernet(twisted-pair copper)
---|[EEE 802.3z 1000Base-SX/LXEthernet

---IEEE 802.3xFlow Control capability

---|EEE 802.1q VLAN

---IEEE 802.1p Classof Service

---IEEE 802.1xAccess Control

---IEEE 802.1d Spanning Tree

---IEEE 802.1w Rapid Spanning Tree

---IEEE 802.1s Multiple Spanning Tree

---IEEE 802.3ad Link Aggregation Control Protocol (LACP)
---|EEE 802.3afPoE

RoHS Compliance

Power Saving for green ethernet Requirement

LLDP automated device discovery protocol for easy mapping by network management applications
Performance

Switching capacity:

---24 GigabitEthernet ports withnon-blocking wise speedperformance.
---48Gbps switch capacity

---8 KMAC addresses

---Supports Jumboframe, up to9K

---Unknown Unicast/Broadcast/Multicast Storm Suppression
---Port Mirroring

L]
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VLAN
---Port-base VLAN
---IEEE802.1qtag-base VLAN, up to 4k active VLANs
---Support the Q-in-Q (Double-tag)
---Support MVR (Multicast VLAN Registration)
VSM (Virtual Stacking Management):
---Up to 16 switches can be managed via Single IP limited to any specific Ruby-Tech models.
---Virtual stacking, no extra stacking hardware is required
---Distributed stacking, no physical central wiring closetis needed
QoS
---Supports PortBased, 802.1p and Diffserv (IPv4 ) QoS packet classification
---Supports two scheduling, WRR and Strict
---Supports 802.1p QoS with fourlevel priority queue
Bandwidth Control

---Supports bandwidth rating per portingress and egress rate limit 500Kbps~1000Mbps with 1Kbps

Protocol

LACP

---Port trunking with 12 trunking group

---Up to 16 ports for each group.

GVRP/GARP

---802.1q with GVRP/ GARP

Multicasting

---Supports IGMPv3 snooping including active and passive mode
---Supports IGMP proxy including active and passive mode
STP/RSTP/MSTP

---802.1d/1w/1s

PoE Specification

---24 |EEE802.3af PoE PSE ports

---Endpoint with48VDC power through RJ-45pin 1, 2, 3, 6.
---PoE-PSE activity LED indicator.

---Auto detect powered device and consumption levels
---Supports per port powerconsumption monitoring

---Smart feature for PD on/off, PD detection, power level, PD status and power feeding priority
---Circuit protection to prevent power interference between ports
---Supports per port PoE State setting

---Supports per port power priority setting

---185 or 380 watts of total power diversified options

Network Security

---802.1x access control for port based and MAC based authentication
---Management access policy control

---Access Control List

---IP-MAC-Port binding

---DHCP Snooping (Including DHCP Option 82)

---SSL/ SSH for Management(Optional by Project Requirement)
---TACACS+ for Management Authentication (Optional by Project Requirement)
Snmpv1,v2c Network Management

* RFC 1213 MIB (MIB-II) * RFC 1757 RMON MIB
o Interface MIB o Statistics Group 1
* Address Translation MIB e History Group 2
o [P MIB e Alarm Group 3
* ICMP MIB * Event Group 9
« TCP MIB *» RFC 1493 Bridge MIB
« UDP MIB * RFC 1643 Ethernet MIB
* SNMP MIB » Enterprise MIB
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* LED Description

LED | Color Function
System LED
POWER Green Lit when+5V DC poweris on andgood
FAN1, FAN2 Green Lit whenFAN1, FAN2 is normalstatus

Off when FAN1, FAN2 is bad or malfunctioning (lowerrotation)

10/100/1000 Ether

net TPPort 1 to24 LED

LINK/SPD/ACT

POE

Green/Amber

Lit Greenwhen TPlink on 1000Mbpsspeed

Lit Amberwhen TPlink on 100or 10Mbps speed

Blinks when anytraffic is present

Green

Lit whenPoE Power isactive

Off when PoE Power isbad or disable

1000SX/LX Gigabi

t FiberPort 21 to24 LED

SFP(LINK/ACT)

Green

Litwhen connection withthe remote deviceis good

Blinks when anytraffic is present

Off when module connection isnot good

Network Interface

Connector Port
10/100/1000 Mbps TP Jack (RJ-45) TP(RJ-45) 1t020
1000Mbps SFP Fiber Module
Dual Media Auto Detection TP(RJ-45) / SFP 21to 24

Hardware Spec.

Feature

Detailed Description

Power Characteristics

Voltage: 100~240V

Frequency: 50~60 Hz

PoE Power Max. 15W (in case noPD device connected)
Max. 185W (with 12 x15.4W PD deviceconnected )
-PSGS-2224L
Max. 380W (with 24 x15.4W PD device connected )
-PSGS-2224LF
Ambient Temperature 0to40C

Humidity

5% to 90%

Dimensions

PSGS-2224L: 44(H) x442(W) x 248 (D) mm

PSGS-2224LF: 44(H) x442(W) x 366 (D) mm

Weight PSGS-2224L: 3.8 Kg
PSGS-2224LF: 5.7 Kg
EMI Comply with FCCPart 15 ClassA& CE Mark Approval

Packing Information

Model Carton Dimensions (mm) pcs/Carton N.W(KG) G.W (KG)
PSGS-2224L 515x345x391 3 13Kg 14 Kg
PSGS-2224LF 551x488x312 2 14.4Kg 15.4 Kg

Ordering Information

PSGS-2224L

24-Port GbE L2Plus Managed PoE Switch with 4 SFP Dual Media

PSGS-2224LF

24-Port GbE L2Plus Managed PoE Switch with 4 SFP Dual Media (Full Power)
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Optional SFP Module

SFP.LC 1000Base-SX GE SFPFiber Module, LC Multi-Mode 850nm

SFP.LC.M2 1000Base-SX GE SFPFiber Module, LC Multi-Mode 1310nm 2km
SFP.LC.S10 1000Base-LX GE SFPFiber Module, LC Single-Mode 10km

SFP.LC.S30 1000Base-LX GE SFPFiber Module, LC Single-Mode 30km

SFP.L5.S50 1000Base-LX GE SFPFiber Module, LC Single-Mode 50km
SFP.BL3.S10 1000Base-LX GE SFPFiber Module, BidiLC Single-Mode 10km,1310nm
SFP.BL5.S10 1000Base-LX GE SFPFiber Module, BidiLC Single-Mode 10km, 1550nm
SFP.BL3.S20 1000Base-LX GE SFPFiber Module, BidiLC Single-Mode 20km, 1310nm
SFP.BL5.S20 1000Base-LX GE SFPFiber Module, BidiLC Single-Mode 20km, 1550nm

Note:

We recommendthe SFP transceiver from the following vendors:

1. Ruby Tech Corporation
2. AgilientTechnologies
3. AVAGO Technologies
4. Finisar Corporation

Ruby Tech Corp.

3F, No.1, Lane 50, Nan Kang Road, Sec.3, Taipei, Taiwan http://www.rubytech.com.tw
TEL:886-2-2785-3961 FAX:886-2-2786-3012 E-mail : rubytech@mail.rubytech.com.tw

Technicalinformation listed issubject to changewithout prior notice. All brand namesand trademarks are property of theirrespective owners.

Copyright @ RubyTech Corp. All rightsreserved. 2010.03.10 - Version A
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